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Introduction

Data Protection and Freedom of Information, as the outgoing Information Commissioner (IC) Richard Thomas noted in a speech in June 2009, are now centre stage issues.  Transparency and accountability are key drivers of public policy and define a new relationship between the citizen and the state.

The Royal College of Psychiatrists has always taken these issues very seriously, and this revised policy aims to codify the best and most up to date practice.  Just as the IC aims to limit the state’s knowledge about private individuals, while increasing the individual’s knowledge about the activities of the state, the College’s guiding principles are those of balancing maximum care in the collection and processing of personal data and maximum possible transparency in all College processes and activities.
The IC recommends that all organisations think first about the nature of the data they hold, and the magnitude of potential damage if it were lost or misused.  We conclude that in the College’s case we do collect and process data which can be very sensitive – and that the nature of our work means that potential damage would be considerable.  The policy and procedures set out below are written in that light.
Increasingly the work of the College Research Unit involves compliance also with NHS rules about data handling.  As part of an Information Management project underway this year, the Unit will develop knowledge and understanding of NHS requirements, with regard particularly to patient data, and disseminate this knowledge appropriately throughout the College.

1. Purpose of the policy
The purpose of this document is:

· To set out why good information handling is important

· To draw attention to relevant legislation 

· To set out the College’s policy in this area

· To set out procedures and checklists which will make sure that the policy is understood and implemented throughout the College.

2. Why is good information handling so important?

· Personal data must be safeguarded and handled safely and appropriately.  If they fall into the wrong hands – deliberately or accidentally – or are misused, then financial and reputational loss to people and organisations is a strong possibility.  

· If data are used other than for purposes stated when obtained then personal annoyance and loss of trust in an organisation are very likely.  Out of date information can lead to wrong decisions, wasted money and missed opportunities.

· Misuse of data can be a disciplinary issue within the College and in certain circumstances it is a criminal offence.

· The nature of the College’s work means that it is especially important to be sensitive and vigilant at all times.

3. What are personal data?  

The definition is any information about identifiable, living individuals which is:

· Held with the intention of entering into a computer or a relevant filing system

· Is on a computer/automated system

· In a relevant filing system (ie could be retrieved by someone looking for it)

So, it includes any such information – names, photographs, email addresses, application forms, bank account details, computer records and many other examples.  If you are not sure whether something is personal data, please don’t hesitate to ask – but if identifies, or could identify, a living person the probability is that it is.

It does not include anonymised statistical information (unless the sample is so small that the individuals concerned could be inferred from the statistical detail) or information about people who are no longer alive.

4. Relevant Legislation

Data Protection Act 1998

Statutory instruments amplifying the Act

Privacy and Electronic Communications (EC Directive) Regulations 2003

Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000

Freedom of Information Act 2000

Enforcement is the responsibility of the Information Commissioner (www.ico.gov)

Data Protection law requires that we observe principles, which can mean that sometimes interpretation and judgement is needed.  College policy is to observe best possible practice at all times.  It requires all staff and members to prevent harm by keeping data up to date and in the right hands, and to build trust via openess about use of data, and to offer a choice about those uses where possible.

The eight principles of Data Protection are that personal data must be:

· fairly and lawfully processed

· processed for specified and lawful purposes and not in any manner incompatible with those purposes

· adequate, relevant and not excessive

· accurate and kept up to date

· no kept for longer than is necessary

· processed in line with the data subjects’ rights

· secure

· not transferred to countries outside the European Economic Area without adequate protection

And the policy below sets out how the College has decided to meet its obligations to observe these principles.

5. Data Protection policy

(i) Responsibilities

The College as an organisation is the Data Controller and thus ultimately responsible for legal compliance.  

The Chief Executive and the Trustees of the College are responsible for ensuring that Data Protection policy is adequate, correct and reviewed regularly.  

The Chief Executive, via the College’s Senior Management Team, is responsible for ensuring that procedures and training are in place to ensure that the Data Protection Policy is put into practice.

Heads of Department are responsible for staff training, induction and implementation of procedures in individual Departments.

The Data Protection Officer (at the present time this is Elizabeth Atkinson, Membership Development Manager) is responsible, under direction from the Chief Executive for reviewing policy, preparing procedures, assisting on request with guidance and training, ensuring that the statutory notification is up to date and for reviewing contracts with external suppliers to ensure that handling of our personal data is adequate and well documented.  All new College staff will receive training in Data Protection issues within 8 weeks of starting work, and presentations to existing staff will take place during 2009 to update everyone to a consistent level of understanding and good practice.
Individual staff are responsible for care in following procedures, and for raising any queries, concerns or training needs which they might have.

(ii) Confidentiality

All personal data and information encountered during College work must be handled confidentially.  Lists of personal data (including contact details and email addresses) may be passed to a third party only where agreed by the College Registrar.  Staff likely to be involved in such transfers will be aware of appropriate procedures, which are documented below, and in case of doubt advice must always be sought. 

A duty of confidentiality relating to College work applies to members of staff, consultants and contractors and to College members and associates carrying out College work.  Where it is appropriate, all College members and staff taking part in meetings or project work will be asked to sign a pledge of confidentiality regarding the proceedings of the meeting or the conduct of the project. 
 Staff must not during or at any time after the termination (for whatever reason) of     employment, disclose or use for their own benefit, any confidential information received or obtained in relation to the affairs of the College.  This includes but is not limited to member information, staff information, methods of data collection, patient information and records and all other research data.

Issues about colleagues or members of the College must not be discussed outside of the College in any situation where confidentiality would or could be compromised.

Information about the College, colleagues or members must not be placed on any websites that are not authorised by the College.  Caution should be exercised when adding information to the College website.  The Website Manager can advise if there is any doubt.

All notes, memoranda and other papers relating to the College’s business belong to the College and must be handed over to the College upon termination of employment (for whatever reason) and no copies shall be retained.

Confidentiality will only be over-ridden where it is required by law, for the prevention or detection of crime, the apprehension or prosecution of offenders or the assessment or collection of any tax or duty.

This policy does not affect protected disclosure i.e. “whistleblowing”.

(iii) Security

The College will take steps of the highest industry standard in protection of all data held on College servers, the central College databases, laptop computers or other electronic information devices or the College website.  
(iv) Data recording, storage and deletion

Data concerning College staff will be held on one Human Resources database.  Data concerning College members and other contacts and stakeholders will be held on the College’s Concept database.  Specific permission must be sought from the Chief Executive before any other database is established.  It should be stressed that the term “database” includes for example, lists of names and addresses held electronically or on paper or email distribution lists held on Microsoft Outlook.  It is recognised that there may be good reasons to hold such lists (provided they are updated regularly) but there is no presumption that they may be set up without specific permission.  

(v) Transparency in use of data

In collecting data the College will always be transparent about the use to which they will be put.  We ensure that our members, staff and contacts are aware of what we do by including the Data Protection statement (see appendices) every time we collect data.  The College will explain and publicise its processes via information on the College website and otherwise as may be useful from time to time.

(vi) Consent, opting in and opting out

By joining the College and participating in its activities members give consent to certain uses of their data, as detailed in the statements.  However, members and other contacts are always offered a choice of whether their details (work addresses only, never home contact details) are passed to third parties approved by the Registrar.  Automated routines are established on the Concept database to reflect these preferences and data which are passed outside the College must always be produced via these routines.  A third party in this context includes a Member or Associate of the College or a recognised public or professional organisation (such as a hospital or a solicitor).  As a matter of routine, all requests must be received in writing, on an identifiable letterhead or email, in order to verify the source of an enquiry or request for information.

(vii) Subject access

There is a right of access to personal data (ie persons may request information about themselves).  Any subject access request from a Member or an Associate, or from any person other than a member of staff, will be directed to the Chief Executive.  Any subject access request from a member of staff will be directed to the Head of Human Resources.

There is a statutory charge of up to £10 per request.  Applicants will be provided with the statutory permanent and intelligible copy of all personal data held about that data subject and the College will respond within 40 calendar days of receipt of a request.

Subject access under the Data Protection Act is distinct from the provisions of the Freedom of Information Act (FOI).  With some exceptions the College is not subject to the provisions of the FOI.  It is subject where it collaborates with, or works on behalf of, another organisation which is so subject – for example in the work carried out for the Department of Health or the Post Graduate Medical Education and Training Board.  Generally, however, and in the interests of transparency, the College will attempt to be open in the provision of all information except where the other provisions of this policy would be contravened.

This policy will be reviewed annually.  A register will be kept of:

· All instances of College personal data handled by outside organisations, with relevant supporting documentation such as contracts and terms of business.

· All use of laptops and other electronic devices, where College personal data is taken outside the College buildings.

· All approved College databases

A data protection compliance audit will be undertaken annually, as part of the College’s risk management processes. (The current audit is underway, and the report will be presented to the Chief Executive by 31st August 2009 at the latest).

5. Procedures 
The aim in setting out procedures which will implement the policies set out above is to ensure best possible practice, with a light touch approach that is easily implemented in day to day work.  The Information Commissioner’s Office (ICO) publishes a number of excellent Good Practice notes.  By taking these as a guide within each area of the College operation, we will ensure that we reach a gold standard in all areas, and that we have a source of information which is regularly updated by experts in the field.  This approach will be cost effective as well, as the advice is free.

Appendix C lists the relevant Good Practice notes (which are available in full on request to Liz Atkinson, Membership Development Manager or via www.ico.gov.uk) and their applicability to each Department of the College.
Each Head of Department will review these notes at least annually and confirm that procedures within their areas of responsibility meet the standards set out.  The Membership Development Manager will monitor the issue of new guidance, or updating of current guidance, and pass new information to Heads of Department within one month of issue.
In addition to ensuring best practice compliance as detailed in Appendix C, the following procedures will be observed.
1. Requests from outside the College for access to personal data

College staff, outside the Membership Data Office and the Communications Office, must not pass lists of contact data outside the College.  The Membership Data staff, on receipt of queries in writing from professional individuals or organisations, will verify the source of the enquiry and may provide work contact details only, unless the the member in question has requested that this should not happen.  The field on the College database recording this opt out will be updated annually.

Requests from College members for mailing lists or membership data for research activities will be handled by the Membership Data Office and each release of data will be reviewed and approved or not by the Registrar.  Again, work contact details only, screened for data opt out, are available.

2. Use of laptops and electronic devices

All College laptops, together with all PCs in Divisional Offices will be protected by advanced encryption software , the details of which will be held by the IT Office.

All PCs containing key information will be protected by BIOS/system password protection.

Back up tapes sent to the Scottish Office and to the CRTU will be encrypted to the highest level, will be transported in padlocked strong boxes, signed for on arrival and kept offsite in fireproof safes.

College Blackberries will be password protected.  If a College BB is lost, the user should contact the College IT Office immediately and they will immobilise the device remotely.

3. Setting up new databases

The list of approved databases will be appended to this document when the current audit is complete.  Any request to set up a new database must be approved by the Chief Executive.  It should be emphasised that the term “database” includes any recording of information electronically or on paper, and may be as simple as a list of names and email addresses.

4. Collecting data

Forms, whether paper or online, which collect personal data must always contain the short version of the College Data Protection statement.  Membership and trainee registration forms will contain the full statement.

5. Storing data

Confidential data (particularly bank or credit / debit card details) should be kept securely within the office environment and not left in open view when offices are unattended.

6. Deleting data

Confidential shredding sacks are provided and any discarded material containing personal data should be placed in these bags and not in containers intended for normal recycling.

Data should not be kept when there is no longer a reason to do so.  In particular, once data from paper forms has been transferred to computer records thought should be given as to whether it is necessary (sometimes it is a requirement) to keep paper information, or whether it can be shredded. 

7.  Photographs

Photographs are personal data if a person can be recognised therein.  Additionally, photographs posted on a website are by definition thus transferred worldwide.  Permission should be requested before publishing or posting photographs of living people.  If it is intended to take group shots at an event or function then participants must be made aware of this in advance, via clearly posted notices or announcements.

8. CCTV Recordings

The required notices will be posted at all points where CCTV recording is in operation, and the retention and use of images will meet the best practice defined by the ICO.
9. Audio/Video Recordings

If it is intended to record a meeting or an event then, at the least, an announcement to that effect must be made clearly specifying the future use which will be made of the recording.  It is best practice to seek consent in advance, and where possible the agreement of all concerned, in order that anyone objecting to the use of recording devices is not prevented from participating in a meeting.

Recordings must be stored securely and wiped when no longer needed.  In particular, care must be taken that a previous recording is not passed to a subsequent user of the recording device.

Elizabeth Atkinson, Membership Development Manager

Vanessa Cameron, Chief Executive

June 2009
Appendix A
DATA PROTECTION ACT 1998 STATEMENT
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In accordance with the Data Protection Act 1998, the College will process personal data ,or any part of it, (including any photograph), by any means, for the purpose of registering members and associates and/or in pursuit of the College's objectives generally.

The College may transfer and release this data (or any part of it) to Officers, staff and committees of the College, for its ongoing administration and/or in the pursuit of its objectives generally.

This data (or any part of it) may also be disclosed on the College's website, including by way of lists of its members and associates, lists of speakers, attendees at its meetings/conferences, as part of its publication of examination results, by way of information on the authors of its publications, for the purposes of its newsletters and annual reviews, and/or for any other purposes related to its website or the College's objectives generally.

The Royal College of Psychiatrists is the relevant Data Controller and the nominated Data Protection Officer is the Membership Development Manager.
If you have any comments on, or if you object to the terms of, this Statement, please contact the Membership Development  Manager immediately at latkinson@rcpsych.ac.uk.

All members and associates have a right to access the personal data which the College holds and which relates to them.  To obtain a copy of such data (or any part of it), in the first instance, please contact the Membership Development Manager at the above e-mail address.  The College is entitled to make a charge for the provision of such data (or any part of it).

------------------------------------------------------------------------------------------------

Such personal data (or any part of it) may also be disclosed to third parties approved by the College, for the purposes of research, statistical analysis and related activities, within the field of psychiatry, in the pursuit of the College's objectives generally.  Any such data (or any part of it) comprising home contact details or sensitive data (including data relating to health or race) will not be disclosed without prior consent.

If you do not wish such data (or any part of it) to be sent to such third parties, please contact the Membership Data Manager at poconnor@rcpsych.ac.uk

Appendix B 
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Plain English Version of Data Protection Statement

What will we do with the information you give us?

1.
It can be used by the College's staff and officers on a need to know basis in carrying out the College's work.  Some details, such as your name, workplace and photograph, may be placed on the web site.   

2. 
Our policy is to pass on details to third parties only for research projects and educational events which have individually been approved by the Registrar.  If you do not want your details passed on to third parties please contact the Membership Data Manager at poconnor@rcpsych.ac.uk

This is a summary of the College's full statement regarding data protection which appears on the College's website under http://www.rcpsych.ac.uk/dataprotection.  

(remove website reference for web version).

Appendix C
Heads of Department in the College will ensure that Departmental practice reflects best practice as set out in the guidance from the Information Commissioner’s Office referred to below.  The Membership Development Manager will be responsible for circulating the guidance notes, and keeping Heads of Department updated.
	Department 
	ICO Guidance note



	All
	· Security of personal information

· International transfers of personal information (relevant to anything posted on the College website)

	All staff must comply also with:
	PCI Security Council guidance on transmission of cardholder data (not ICO guidance)

	Chief Executive / Collegiate function/College Officers
	· Releasing information to prevent or detect crime

· Checklist for handling requests for personal information (subject access requests)

	
	

	Membership Development
	· Releasing information to prevent or detect crime
· Training checklist for small and medium sized organisations

· Outsourcing



	
	

	Communications and Policy
	· Outsourcing

	
	

	Finance and Operations
	· Releasing information to prevent or detect crime

· Checklist for handling requests for personal information (subject access requests)
· Outsourcing

· Subject access and employment references

· CCTV code of practice

	
	

	Publications
	· Outsourcing
· Collecting personal information using websites

· Charities and marketing

· Electronic mail marketing

	
	

	Professional Standards
	· Outsourcing
· Collecting personal information using websites

· Individuals’ right of access to examination records

	
	

	College Research and Training Unit
	· Outsourcing
· Electronic mail marketing

· Collecting personal information using websites
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